Patrick Chamberlin Earns a
Management Liability Insurance
Specialist Designation

Allen Insurance and Financial is pleased to announce that
Patrick Chamberlin has earned a Management Liability Insurance

Specialist designation from the International Risk Management
Institute.

Chamberlin is a business insurance producer in the company’s
Camden office.

This insurance certification recognizes specialized expertise in
the fundamentals of professional liability insurance and the
more specific nuances of directors and officers liability,

employment practices liability and fiduciary liability exposures
and insurance.
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Holiday Cyberscams

For many of us, the holiday season is a wonderful time of year.
Unfortunately, it <can be especially profitable for
cybercriminals. Because of the prevalence of online shopping, we
almost always see a significant increase in cyberscams during
November and December. To help you avoid becoming a victim of
holiday cybercrime, here are some of the top scams to watch out
for—and tips for avoiding thenm.

Shady Shipping Notices

During the holiday season, it’s very likely that you will ship
at least a couple of packages directly to your loved ones or
have online purchases sent to your home. This makes the shipping
notice scam a popular one for cyberscrooges. Here’'s how it
works: The scammer crafts an email, purportedly coming from UPS
or FedEx, notifying you of a problem delivering your package. To
resolve the issue, you need only click on a link in the email
message or open an attached invoice. Of course, doing so will
install malware or ransomware on your computer or device.

Don’t fall for it. Be particularly wary of emails claiming to
come from any courier service. If you do receive a message like
the one described above—whether you believe it to be legitimate
or not—go to the website of the company you may have ordered
from. You should be able to track your package from the
retailer’s site. Use the tracking number for the courier service
that the retailer provides. You can also go directly to UPS.com
or FedEx.com and obtain the delivery status there. Whatever you
do, don’t click on any links or download any attachments in the
original message.

Eyebrow-Raising Refunds
This phishing scam is designed to steal your personal and
financial information. Typically, an email claiming to be from
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an e-commerce company like Amazon, eBay, or Overstock will say
that something has gone wrong with your recent order. You will
be prompted to click on a link in the message to obtain your
refund. Unfortunately, if you do, you will be taken to a dummy
website set up to look like a legitimate sender. There, you will
be asked to fill out a form with your financial information to
let the sender know where it can issue your refund.

Don't fall for it. Again, to check the status of any order you
may have placed, go to the company’s website directly (e.g.,
Amazon.com, eBay.com). If the company doesn’t offer the ability
to check an order’s status, verify the transaction by calling
the firm at a phone number that you know is legitimate.

Giveaways Galore

The gift card scam is seen year-round but more often during the
holidays. These bogus offers are most commonly delivered by
cybercriminals through social media, usually through a friend’s
hacked account or a fake company page set up to look as if it'’s
legitimate. Appearing to originate from an entity like Best Buy,
Ikea, or Whole Foods, the offer claims that the company is
giving away hundreds or thousands of dollars in gift cards. But
if you follow the instructions provided to obtain your gift
card, you will likely be led to a phishing form that asks for
your personal information.

Don’t fall for it. Remember, if something seems too good to be
true, it probably is! If the post appears to come from a friend,
call or text him or her to ask if it’s legitimate. In addition,
be wary if the “official company page” looks a little off. Check
how many followers the website has. The retailer’s authentic
website may have hundreds of thousands or millions of followers.
Further, a huge promotion such as the one described in the offer
you received would also be listed on the retailer’s website, so
check there directly or call the company’s customer service



number.

Website Vendors That Don’t Deliver

Many popular and novelty items may be sold out and on backorder
until after the holidays. Or they may be hard to find from
mainstream merchants altogether. So it’s not uncommon for
consumers to search online for a less well-known vendor that may
have the items. But beware! Another favorite holiday scam 1is
staged through sketchy websites claiming to have hard-to-find
items in stock. These sites trick you into paying for the items
with no intention of delivering them. Often, these entities are
based overseas.

Don’t fall for it. Search the Better Business Bureau website for
customer reviews and the accreditations of merchants that are
unfamiliar to you. In addition, because not all businesses are
listed with the BBB, you might want to hunt elsewhere on the web
for reviews posted by other consumers. If you can’t find much
information on the vendor, stay away!

Still nervous? Below are additional tips to protect yourself
from holiday scams:

e If possible, use credit cards for online transactions. If you
fall for one of these scams and unknowingly hand over your debit
card information, it’'s easy for the cybercriminal to drain your
bank account quickly. Purchases made with credit cards typically
offer more consumer protections.

e If you're uncertain about the legitimacy of a website, check
its safety rating on Scamadviser.com or URLVoid.com.

e If searching for an item on a lesser-known merchant’s website,
check for spelling and grammatical errors. If found, these
mistakes are a red flag that the site is most likely based
overseas—indicating a possible scam.

* Avoid online shopping or conducting any financial transactions



over an unsecure Wi-Fi network.

‘Tis the Season

With all the merriment and shopping during the holidays, the
risk of inadvertently exposing your credit card or bank account
details is very real. It's important to take a step back and pay
attention to the emails you’re receiving and the websites you're
using. By following the suggestions discussed here, you can help
protect yourself against cyberscams so you can fully enjoy the
holiday season.

A Year-End Financial Planning
Checklist

As 2019 draws to a close, it’s time to begin organizing your
finances for the new year. To help you get started, we’ve put
together a list of key planning topics to consider.

Savings and Investments

Revisit your retirement contributions. Review how much you’'re
contributing to your workplace retirement account. If you’re not
taking full advantage of your employer’s match, it's a great
time to consider increasing your contribution. If you’ve already
maxed out your match or your employer doesn’t offer one,
boosting your contribution could still offer tax advantages. Now
is also a good time to ensure that your portfolio allocation
remains in line with your objectives.

Take stock of your goals. Did you set savings goals for 20197
Realistically evaluate how you did, and think about your goals
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for next year. If you determine that you are off track, we’d be
happy to help you develop and monitor a financial plan.

Health and Wellness

Spend your flexible spending account (FSA) dollars. If you have
an FSA, those funds may be forfeited if you don’t use them by
year-end. (Some FSAs offer a 2.5-month grace period or the
ability to carry over up to $500 into the next year; check with
your employer to see if those options are available.) It’s also
a good time to calculate your FSA allotment for next year, based
on your current account excess or deficit.

If you're not using an FSA, evaluate your qualifying health care
costs to see if establishing one for 2020 would make sense.

Taxes, Taxes, Taxes

Manage your marginal tax rate. If you’'re on the threshold of a
tax bracket, deferring income or accelerating deductions may
help you reduce your tax exposure. It might make sense to defer
some of your income to 2020 if doing so will put you in a lower
tax bracket. Accelerating deductions, such as medical expenses
or charitable contributions, into the current tax year (rather
than paying for deductible items in 2020) may have the same
effect. In addition, reviewing your capital gains and losses may
reveal tax planning opportunities—for instance, harvesting
losses to offset capital gains.

Here are a few key 2020 tax thresholds to keep in mind:

* The 37 percent marginal tax rate affects those with taxable
incomes in excess of $518,400 (individual), $622,050 (married
filing jointly), $518,400 (head of household), and $311,025
(married filing separately).

e The 20 percent capital gains tax rate applies to those with a
taxable income in excess of $441,450 (individual), $496,600
(married filing jointly), $469,050 (head of household), and



$248,300 (married filing separately).
e The 3.8 percent surtax on investment income applies to the
lesser of net investment income or the excess of modified
adjusted gross income over $200,000 (individual), $250,000
(married filing jointly), $200,000 (head of household), and
$125,000 (married filing separately).

Consider the benefits of charitable giving. Donating to charity
is another good strategy for reducing taxable income. If you'd
like to help a worthy cause while trimming your taxes, it'’s
worth exploring your charitable goals and various gifting
alternatives.

Make a strategy for stock options. If you hold stock options,
now is a good time to make a strategy for managing current and
future income. Consider the timing of a nonqualified stock
option exercise. In light of your estimated tax picture, would
it make sense to avoid accelerating income into the current tax
year or to defer income to future years? And don’t forget about
the alternative minimum tax (AMT). If you’'re considering
exercising incentive stock options before year-end, have your
tax advisor prepare an AMT projection to see if there’s any tax
benefit to waiting until January of the following year.

Plan for estimated taxes and required minimum distributions
(RMDs). When considering your taxes for 2019, be sure to take
any potentially large bonuses or a prosperous business year into
account. You may have to file estimated taxes or increase the
upcoming January payment. If you’re turning 70%, you’ll need a
strategy for taking RMDs from your traditional IRA and 401(k)
plans.

Adjust your withholding. If you think you may be subject to an
estimated tax penalty, consider asking your employer (via Form
W-4) to increase your withholding for the remainder of the year



to cover the shortfall. The biggest advantage of this is that
withholding is considered as having been paid evenly throughout
the year instead of when the dollars are actually taken from
your paycheck. You can also use this strategy to make up for low
or missing quarterly estimated tax payments.

Proactive Planning
Review your estate documents. To help ensure that your estate
plan stays in tune with your goals and needs, you should review
and update it on an ongoing basis to account for any life
changes or other circumstances. If you haven’t done so during
2019, take time to:

Check trust funding

Update beneficiary designations

Take a fresh look at trustee and agent appointments

« Review provisions of powers of attorney and health care
directives

* Ensure that you fully understand all of your documents

Check your credit report. It’s important to monitor your credit
report regularly for suspicious activity that could indicate
identity theft. Federal law requires that each of the nationwide
credit reporting companies (Equifax, Experian, and TransUnion)
provide you with a free copy of your report every 12 months, at
your request.

Get professional advice. Of course, this 1list is far from
exhaustive, and you may have unique planning concerns not
covered here. As you prepare for the coming year, please feel
free to reach out to us to discuss the financial issues and
deadlines that are most relevant to you.

Whatever your planning may entail, we wish you a happy, healthy,
and prosperous 2020!



